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Resumen

Introduccion: Uno de los retos de la infraestructura que
soporta aplicaciones web es garantizar la calidad de servicio
(QoS), por lo que es necesario caracterizar el desempefio de
esta infraestructura para la planificacién y configuracién
tanto de la capacidad del sistema como de la gestiéon de
recursos. Es asi como uno de los métodos mas destacados para
evaluar el rendimiento de la infraestructura de aplicaciones
web son las pruebas de carga o estrés, que buscan determinar
el comportamiento de un sitio web o servicio web en términos
de la cantidad de solicitudes secuenciales o simultaneas que
emulan conexiones de clientes reales.

Objetivo: En este articulo, proponemos una herramienta que
aporta a la caracterizacién de pruebas de carga o esfuerzo
de aplicaciones web mediante el uso de técnicas de machine
learning y especificamente mediante el uso de modelos de
aprendizaje supervisado asociados al método de regresion
polinomial.

Metodologia: Se desarroll6 mediante el patron iterativo
de Pratt una herramienta basada en librerias de software
libre y tecnologias del lenguaje Python, que admite tanto la
ejecucion de las pruebas de carga, como la determinacién del
grado del polinomio (2 o 3) permitiendo caracterizar la curva
con el tiempo que tarda el servidor en responder o atender
un determinado porcentaje de solicitudes, después de detectar
valores atipicos en los datos capturados.

Resultados: Utilizando la herramienta propuesta, se realiz6
un caso de estudio en la pagina web de la Universidad de
Cartagena para verificar la funcionalidad y utilidad del
enfoque propuesto en el que se ejecutaron un total de 50
solicitudes secuenciales, a partir de las cuales la herramienta
determiné un modelo polinomial de grado 3 que obtuvo como
resultado para el conjunto de entrenamiento un valor de
RMSE de 0.992 y un valor de R2 de 0.994, mientras que para
el conjunto de prueba se obtuvo un valor de RMSE de 10.447
y un valor de R2 de 0.744.

Conclusiones: El algoritmo representa un aporte en relacion
con los trabajos del estado del arte revisados y respecto a
diferentes herramientas para la ejecucién de pruebas de carga,
que en términos generales no utilizan métodos de aprendizaje
automatico para modelar el desempenio de la infraestructura
que soporta las aplicaciones web, limitandose a la ejecucion
de pruebas secuenciales y concurrentes. Especificamente, el
enfoque propuesto en este articulo permitié determinar un
polinomio que caracteriza la relacién matematica entre el
porcentaje de solicitudes atendidas y el tiempo de respuesta
obtenido por el servidor web.

Palabras clave
Pruebas de carga; Aprendizaje automatico; Regresién
polinomial; Aplicaciones web.

Abstract

Introduction: One of the challenges of the infrastructure that
supports web applications is to guarantee the quality of service
(QoS), so it is necessary to characterize the performance of
this infrastructure for the planning and configuration of both
system capacity and resource management. This is how one
of the most outstanding methods to evaluate the performance
of the web application infrastructure are load or stress tests,
which seek to determine the behavior of a website or web
service In terms of the number of sequential or simultaneous
requests that it receives. emulate real client connections.
Objective: In this article, we propose a tool that contributes
to the characterization of load or stress tests of web
applications through the use of machine learning techniques
and specifically through the use of supervised learning models
associated with the polynomial regression method.

Method: Using Pratt’s iterative pattern, a tool based on free
software libraries and Python language technologies was
developed, which supports both the execution of load tests
and the determination of the degree of the polynomial (2 or 3),
allowing the curve to be characterized with the time it takes
for the server to respond or service a certain percentage of
requests, after detecting outliers in the captured data.
Results: Using the proposed tool, a case study was carried
out on the website of the University of Cartagena to verify
the functionality and usefulness of the proposed approach in
which a total of 50 sequential requests were executed, from
which the tool determined a polynomial model of degree 3 that
obtained as a result for the training set an RMSE value of
0.992 and an R2 value of 0.994, while for the test set an RMSE
value of 10.447 and an R2 value of 0.744 were obtained.
Conclusions: The algorithm represents a contribution
regarding to the reviewed state of the art works and respect
to different tools for the execution of load tests, which in
general terms do not use machine learning methods to
model the performance of the infrastructure that supports
the applications. web, limiting itself to the execution of
sequential and concurrent tests. Specifically, the approach
proposed in this article allowed to determine a polynomial
that characterizes the mathematical relationship between the
percentage of requests served and the response time obtained
by the web server.

Keywords
Load tests; Machine learning; Polynomial regression; Web
applications.
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I. INTRODUCTION

With the evolution of the Internet, the number of applications available in the cloud and the
demand for them by end users is increasing, so that one of the challenges in web applications
and technological infrastructure that supports these applications is the performance and
reliability of the applications [1, 2, 3, 4, 5]. In this sense, understanding the capacity of the
server which hosts a web application is fundamental for the planning and configuration of
both system capacity and resource management, taking into account the quality of service
(QoS) [6, 7, 8]. Poor performance of a web system can negatively affect the profitability and
reputation of companies that rely on such infrastructure [9], [10]. An important measure to
ensure the quality of web applications is through the use of performance tests [2]. Performance
tests collect information related to memory and CPU usage, as well as server response time
to sequential and concurrent requests [11].

Among the methods used to evaluate the performance of the infrastructure available in the
cloud, load or stress tests stand out, which allow determining or predicting the behavior of a
website or web service in response to a different number of requests that emulate the behavior
of real clients [12]-[14]. Thus, the objective of performance tests based on load simulation is
to 1dentify performance bottlenecks in order to optimize the operation and reliability of the
system. Therefore, the load capacity is an important indicator of the tests performed on web
applications in order to determine their performance [2], [15].

In the same sense, with respect to the tools that are responsible for performing load
tests on web applications, their accuracy is essential, since they can lead the company to
overestimate or underestimate the capabilities of the system [2]. Although the existence
of different tools to execute load tests such as Apache Benchamark, JMeter, BlazeMeter,
Blitz and Gatling, which allow the simulation of sequential and concurrent requests to web
applications, has been evidenced, these tools do not use machine learning methods supported
by the polynomial regression approach to characterize the curve obtained from the response
times of web applications [16], in order to identify the mathematical or polynomial equation
that represents the behavior or load capacity of the evaluated web application. Likewise, the
aforementioned tools do not use outlier detection methods for the accurate estimation of the
load of a web server.

In this paper, we propose as a contribution the characterization of load tests performed
on web applications using machine learning techniques and specifically using the supervised
learning model supported by polynomial regression. For the above, this article developed as
a contribution an automated tool that allows both the execution of sequential and concurrent
load tests, and the analysis of the results obtained in the test by applying polynomial regression
on the test results, in order to determine the polynomaial of degree 2 or 3 that characterizes
the behavior of web applications as a function of the percentage of requests served. The tool
also performs the evaluation of the polynomial regression model obtained for the training
and test set, after automatic detection of outliers. As a means of validation of the approach
proposed in this article, a case study was carried out in which load tests were performed on
the web portal of the Universidad de Cartagena in Colombia. The application approach of
supervised learning techniques and the automated tool proposed are intended to serve as a
reference for the development and replication of research focused on the characterization of
the results of a load and/or stress test, in order to obtain a diagnosis of the infrastructure that
supports the hosting of web portals.

The paper 1s organized as follows: Section II presents a set of related works that were
considered as a reference for the development of this research. Section III describes the
different phases of the methodology that guided the development of this research. Section IV
presents the results obtained from this work, which includes the description of the functional
modules that make up the proposed tool, as well as the description of the graphical interface
of the implemented tool. This section also presents a case study developed from the tool built
on the web portal of the Universidad de Cartagena. Section V presents the discussion based
on the results obtained and considering the works mentioned in the state of the art. Finally,
Section VI presents the conclusions and future work derived from this research.

85



Characterization of load tests in web applications through polynomial regression

IT. RELATED WORKS

Different works have been carried out in the literature about load tests. Thus in [13] the
conceptualization of load tests is presented and a scenario for the execution of load tests in
web applications is proposed, which allows determining parameters such as: response time,
CPU usage of the web server, memory used by the server and memory used by the web
application. In [11], a model for the execution and automation of performance tests in web
services 1s proposed as a contribution, which is based on load balancing strategies in order
to obtain the processing capacity and the tolerance capacity of a given web service. In the
same sense, in [17] a method for performance evaluation in web services based on distributed
agents 1s proposed, which are responsible for executing different connection threads with
the web service and reporting the results with a manager agent. On the other hand, taking
into account that load models do not usually match real scenarios, an improved user group
model is proposed in [2] to improve the simulation of real load in performance tests on web
applications. Likewise, [18] proposes as a contribution an improvement to the traditional
performance tests on web applications, in such a way that the number of simulated concurrent
users decreases or increases automatically depending on the application response times, until
the number of users with which the application responds adequately is determined. In [19] a
review of the types, indicators and methods used in performance tests on web applications,
as well as a set of strategies to be considered in the optimization of performance tests on this
type of applications, is carried out. In [20] a tool for load and/or stress evaluation in web
applications based on cognitive metrics i1s proposed as a contribution, in order to analyze
potential risks at the performance level in web services and reduce unclear errors in the
distributed environment. In [21] an automated technique for the execution of load tests in web
applications is proposed as a contribution, which creates a synthetic workload with specific
characteristics and with dependence between requests, considering that traditional methods
do not consider this dependence. In [6], an approach for measuring stress in web applications
based on low-level hardware performance metrics, such as instruction execution rate and
cache access behavior, is proposed as a contribution, which define the inner workings of the
server and are used by machine learning techniques to obtain the performance level of the
web application. In [16] a tool for the execution of sequential and concurrent load tests on
web applications is proposed, which allows a statistical and graphical analysis of the results,
as well as the application of linear regression methods on the response times of the requests
by the server.

The above works show the growing need to characterize and automate the development
process of load and/or stress tests on web applications and services, in order to improve the
availability and quality of the services offered to end users on the web. In this sense, it has
been evidenced that most of the works have focused on improving the technique or the process
for the execution of the tests, without focusing on the characterization of the response curves
of the load test results through machine learning techniques. In this sense, although the
proposal presented in [16] performs a characterization of the curve with the server response
times, making use of a linear regression model, it does not consider the detection of outliers,
so that the equation representing the server behavior can be optimized by means of a curve
that better represents the model through polynomial regression and outlier filtering. Thus,
this paper proposes as a contribution the characterization of load tests in web applications
by using polynomial regression methods and outlier detection, which according to the results
obtained provide a closer approximation to the behavior of web server response times.

III. METHODOLOGY

For the development of this research, the iterative research pattern proposed by Pratt
[22] was taken into consideration, which consists of four methodological phases: “observe the

el

application”, “identify the problem”, “develop the solution”, and “test the solution” (see Fig.1).
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P1. Observe
the application

P4. Test the P2. Identify the

solution problem

P3. Develop
the solution

Fig. 1 Methodology considered.
Source: self-made

In phase 1 of the methodology, the load and stress tests developed on web applications were
characterized in order to determine their scope. Likewise, different tools for the execution of
these load tests were explored in order to identify different deficiencies in the execution and
analysis of the test results. Based on the above, it was identified that the tools explored do
not include the detection of outliers in response times and do not make use of polynomial
regression models for the characterization of the curve that represents the response times of
the infrastructure that supports the evaluated web application.

In phase 2 of the methodology, based on the deficiencies identified in phase 1, the functional
modules and high-level interfaces of an automated tool for the execution of load and/or stress
tests in web applications were designed, considering the inclusion of outlier detection and
polynomial regression processes. Polynomial regression is a special case of multiple linear
regression in which the aim is to obtain the prediction of a response variable from a predictor
variable (both quantitative), so that the relationship of these variables is modeled as a
polynomial type function. Thus, from the polynomial regression it is possible to obtain a
polynomaial of degree P such as the one presented in Eq. (1).

Y =80+ 81X+ BX?+BX+...+ B,XP+ (1)

Thus, the polynomial of Eq. (1) can be expressed in terms of the linear model of Eq. (2) in
which X=X1, X2=X2, X3=X3....... Xp=XP.

Y:,80—|-B1X—|-52X2—|—,33X3—|-...—|-,8po—|-€(2)

Based on the above, to solve Eq. (2) by means of multiple linear regression, it is possible to
use the matrix approach proposed in Eq. (3) for a total of n samples.

(o ()

1 21 - T2p

ys | = |1 z31 -+ z3p [ | Bo| - | &2

\yn/ \1 CB;1 m;p) \ﬁ:p) \5:10) (3)

The matrix in Eq. (3) can be summarized or expressed as presented in Eq. (4).

Y=XB8+¢@

Considering that the objective of Eq. (4) is to determine the vector of coefficients , it is
possible by matrix operations (matrix transpose and the inverse matrix) to clear Eq. (4), as

h in Eq. (5).
shown in Eq. (5) B= (XTX)_lXT<Y—€) (5)
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Within phase 3 of the methodology, an automated tool was developed in the Python
language, which allows in the first instance the execution of sequential and concurrent load
tests on web applications using the free apache benchmark tool in the background. Secondly,
the proposed tool allows the analysis of the response times obtained from the load tests
through the use of the polynomial regression model described in phase 2, prior detection of
outliers. For the application of the polynomial regression models and the outlier detection
method, the Python machine learning library scikit-learn was used. Finally, in phase 4 of
the methodology, the functionality of the tool was verified through the development of a case
study in which load tests were performed on the portal of the Universidad de Cartagena,
in order to determine the polynomial that characterizes the performance behavior of the
infrastructure that supports this portal.

IV. RESULTS

This section describes the results obtained through the development of this research, which
includes the specification through a flowchart of the functional processes developed by the
tool, as well as the description of the functional modules that make up the tool. Similarly, this
section presents the different views of the tool and a case study in which the functionality of
the proposed tool was verified.

Based on the above, Fig. 2 shows a flowchart describing the different processes developed
by the automated tool for the execution and analysis of load tests, using polynomial regression
models.

Generate polynomial
regression plot

A ¥
¥ v
v

Store time response
data

Detect and filter
outliers

Enter web application
URL

Generate report

¥

Enter type of tests and
number of requests

Obtain training and test
sets

_
\d
hd

Enter the degree of the

Obtain polynomial

polynomial regression model

¥

Evaluate model with
training and test sets

Execute sequential/

I‘ I‘ I

concurrent requests

Fig. 2 Flowchart of the proposed tool.
Source: self-made

Once the automated tool is started, it is necessary to enter the URL of the web application
to be evaluated, as well as the type of test to be performed (sequential or concurrent), the
number of requests and the degree of the polynomial to be obtained. From the aforementioned
data, the tool allows the execution of sequential and concurrent load tests, so that the response
times obtained for different percentages of requests are stored in floating type arrays. Using
the array data, the tool performs outlier detection and filters these time values in order to
improve the accuracy of the polynomial regression model. Based on the data set without
outliers, the tool divides the data into training and test sets to prevent overfitting of the
polynomial regression model. On the training set data, the polynomial regression model is
obtained for the defined degree, which is validated with both sets (training and test) using
the R2 and RMSE metrics in order to evaluate the accuracy and effectiveness of the model.
In the same way, the proposed tool allows the generation of a curve that presents the values
of the response times as a function of the percentage of functions served, contrasted with the
polynomial regression curve. Finally, the tool allows generating a report in .txt format with
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the polynomial obtained and the results of the evaluation metrics (R2 and RMSE) for the
given model.

The processes presented in Fig. 2 and described above can be grouped into 4 functional
modules (see Fig 3): GUI, Load Tests, Outlier Detection, Polynomial Regression, Report
Generation. The “GUI” module is in charge of displaying the tool’s graphical interface and
managing the different graphical components (labels, panels, buttons, text fields and text
areas), as well as handling the different events that allow the test engineer to interact with
the tool’s interface. Thus, through the graphical interface generated by this module it is
possible to enter the configuration data of a load test (URL of the web application, type of
test, number of requests, degree of the polynomial) to obtain the polynomial regression model
and its graphical visualization in the interface. The GUI module was implemented using the
Tkinter library of the Python language.

Load Tests

Polynomial Regression & Outlier Detection

Report Generation

Fig 3. The Block diagram of the tool.

Source: self-made

The “Load Tests” module is responsible for the execution of sequential and concurrent tests
on a given web application, considering the parameters entered in the graphical interface of
the tool and using the free apache benchmark library in the background, which allows to
emulate remote clients and to obtain a report of the response times of different progressive
percentages of requests. The “Outlier Detection” module is in charge of detecting and filtering
out-of-range values or “outliers” from the response times obtained in the load tests, using
the “ElipcticEnvelope” method of the scikit-learn Python library. The above, in order to
improve the accuracy and effectiveness of the polynomial regression model to be obtained.
The “Polynomial Regression” module is in charge of determining the polynomial regression
model starting from the data without outliers, as well as evaluating the model obtained
with the training and test sets using the RMSE and R2 metrics. This module also plots
the model obtained with respect to the complete load test data. The polynomial regression
model was implemented by using the “PolynomialFeatures” method of Python’s scikit-learn
library, while the model chart was generated through Python’s matplotlib library. Finally,
the “Report Generation” module is in charge of generating a .txt report with the polynomial
regression model obtained and its evaluation through the RMSE and R2 metrics, using the
methods provided for file management in the Python language.

Fig. 4 shows the graphical interface of the tool for the execution of load tests, which
1mplements the modules and processes previously described.
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’ Tool for the application of polynomial regression in load tests — O X
URL: Grade:  Type of Test: Request:
http://www.uis.edu.co/ 2 w .S.cqucHUal ~| [10 Calculate | Report |
Polynomial obtained: Graphical Analysis:
Yy = 0.0183*x + 0.0033*x**2 4+ 75.8

S Load test results

o 4
-
) —
E
g 4
Evaluation: E 8
'_
TRAIN:
RMSE: 1.691 o
R2: 0.959% @

TEST:

RMSE: 2.291

R2: 0.952 0 20 40 60 80 100
Percentage served

Fig. 4 Proposed tool.
Source: self-made

As shown in Fig. 4, once the test engineer has entered the load test configuration data
(URL of the web application, degree of the polynomial to be determined, type of test and
number of requests), it is possible to run the sequential and/or concurrent load tests on the
web application specified through the URL by pressing the “Calculate” button, so that when
the response times of the web application are obtained for different percentages of requests,
the outliers are filtered and the polynomial regression model or polynomial equation that
represents the curve with the response times with the training set (80% of the data) is
determined, which is presented in the upper left part of the graphic interface of the tool.
Likewise, once the tool obtains the polynomial regression model, it performs the validation of
the model for the training and test sets using the RMSE and R2 metrics, so that the results
are presented in the lower left part of the tool interface. On the other hand, the proposed
tool allows generating a graph on the right side of the interface, in which the data of the test
response times are contrasted with respect to the polynomial regression model obtained.
Also, by pressing the “Report” button, it is possible to generate a report in a .txt file with the
polynomial model obtained and the validation results for the training and test sets. As an
example, Fig. 4 shows a working example of the tool in which load tests were performed with
10 sequential requests on the portal: http.//www.uis.edu.co, in order to obtain as a result a
polynomial equation of degree 2. Thus, the tool obtained as a result the polynomial presented
in Eq. (6), which relates the percentage of requests made or served (x) with respect to the
response time (y).

y = 0.0183z + 0.0033z* 4 75.8773 (g

Similarly, the validation of the above model with the validation set obtained an RMSE
value of 1.691 and an R2 value of 0.959, while with the test set an RMSE value of 2.291 and
an R2 value of 0.952 was obtained.

In order to verify the performance and relevance of the approach proposed in this article
and of the automated tool implemented, a case study was conducted on the web portal of the
Universidad de Cartagena, in which load tests were executed with a total of 50 sequential
requests and with a polynomial of degree 3, as shown in Fig. 5.
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Fig. 5 Results of the case study with polynomial degree 3.
Source: self-made

The results obtained in the case study regarding the model determined and its validation
with the training and test sets are presented in Table I. As mentioned in the previous section,
the model obtained i1s in terms of the variables x and y, where x represents the percentage
of sequential requests served, while y represents the response time. It can be seen that the
correlation coefficient in the training set is close to 1, while in the test set it is above 0.7,
indicating that the polynomial regression model has good accuracy in characterizing web
server load. In the same way, through the model obtained it is possible to determine, by
means of the first derivative, the curve that represents the variation of the response time
as a function of the number of sequential requests, which is very useful to evaluate the
infrastructure that supports the web application.

TABLE I CASE STUDY RESULTS.

Model/Evaluation Results
Model y=0.7911x-0.0133x2+0.0001x3+251.9717
Training set evaluation RMSE=0.992 R2=0.994
Test set evaluation RMSE=10.047 R2=0.744

Source: self-made

V. DISCUSSION

Given the need evidenced in the state of the art to automate the process of developing
load tests in web applications, this work proposed as a contribution the development of an
automated tool for the execution of load tests and the analysis of the curve obtained with the
response times of the server that hosts the evaluated web application, so that the tool has
as a contribution the application of machine learning methods and specifically the obtaining
of polynomial regression models for the characterization of the curve that relates the
percentage of requests served with the response time of the server. Thus, the tool proposed in
this paper represents a contribution with respect to the state-of-the-art works reviewed and
with respect to different tools for the execution of load tests, which in general terms do not
use machine learning methods to model the performance of the infrastructure that supports
web applications, limiting themselves to the execution of sequential and concurrent tests.
Specifically, the approach proposed in this article allows determining a polynomial of degree
2 or 3 that characterizes the mathematical relationship between the percentage of requests
served (x) and the response time obtained by the web server (y), which were captured through
the background use of the apache benchmark library, prior detection and filtering of out-of-
range values or outliers. Likewise, as an added value and in order to replicate the approach
proposed in this paper, free software technologies and libraries were used, such as the Python
Library Tkinter, which allows the management and control of the graphical interface of the
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tool, and the machine learning library scikit learn, which allows the automatic detection of
outliers, the separation of the training/test sets and the obtaining of the polynomial regression
model. Thus, the proposed tool can be extrapolated and considered to enrich the execution of
performance tests based on other types of parameters different from those considered in this
research.

VI. CONCLUSIONS

Based on the need for tools that allow the execution and analysis of load tests on web
applications, in this paper, we proposed as a contribution the development of an automated
tool which not only allows the execution of sequential and concurrent load tests, but also the
application of machinelearning modelsbased on supervised learning and specifically supported
in polynomial regression, in order to obtain the polynomial equation that characterizes the
responses of the server that hosts the web application to load tests. Thus, the results obtained
from the approach considered are intended to support the test engineer to make decisions
about improving the performance or configuration of the infrastructure supporting a given
web application. Likewise, the proposed approach can be considered to be extrapolated to
characterize the performance of web applications in terms of other related parameters.

The approach proposed in this paper is not only a contribution with respect to other state-
of-the-art works regarding the application of machine learning models, but also with respect
to the identification and filtering of outliers associated with the response times obtained for
different percentages of requests served, which directly influences the effectiveness of the
model obtained. In this sense, the tool proposed in this paper use the “ElipcticEnvelope”
method of the scikit-learn Python library, which allows the automatic detection of out-of-
range values within a data array with server response times. The approach considered in
this paper is intended to serve as a reference to replicate the outlier detection method in the
1mplementation of tools for the execution and analysis of performance tests based on different
parameters than those considered in this research.

The tool presented in this paper was implemented using free software tools, in such a way
that for the execution of the sequential and concurrent load tests, the free apache benchmark
library was used in the background. Similarly, for the detection of outliers in server response
times, the scikit-learn Python library was used through the “ElipcticEnvelope” method. In
the same wat, to obtain the polynomial regression model or the polynomial equation that
characterizes the server response curve, the “PolynomialFeatures” method of the scikit-learn
Python library was used. Finally, the Python Tkinter library was used to implement the
graphical interface of the proposed tool. The aforementioned libraries are intended to serve
as a reference for the implementation in the academic and business context of automated
tools for the evaluation and performance analysis of web applications.

In order to verify the relevance of the proposed approach and the constructed tool, a case
study was developed on the web portal of the Universidad de Cartagena, in which a total of
50 sequential requests were executed, from which the tool determined a polynomial model
of degree 3 that obtained as a result for the training set, an RMSE value of 0. 992 and an R2
value of 0.994, while for the test set, an RMSE value of 10.447 and an R2 value of 0.744 were
obtained.

Finally, as a future work derived from the present research, it is intended to complement
the analysis of the results by incorporating unsupervised learning or clustering methods
for the analysis of the results obtained in the load tests performed on a web application.
Likewise, 1t 1s intended to include models based on time series for the characterization of the
response curve obtained in the load tests.
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